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1. Overall Description:

3GPP SA3 thanks ETSI SAGE for their LS on 256-bit algorithm candidates. On the questions provided by SAGE, SA3 would like to answer the following:

[Question from ETSI SAGE] Would SA3 be concerned that SNOW 3G could not meet all the desired performance requirements “in software implementations running on commodity CPUs”? Or is it SA3’s view that acceptable performance would be achievable? 

[Answer from SA3]

Virtualization requirements: According to the reply-LS S3-194456 from SA3 to ETSI SAGE, sent at SA3#97 in Reno, “from a virtualization perspective, it is important that it is possible for the chosen 256-bit algorithms to fulfil the performance requirements as software implementations as well as on dedicated hardware.” This implies that the chosen 256-bit algorithms need to run fast in a virtualized environment. 

Performance requirements: According to 3GPP TR 33.841, clause 11.1, the desired downlink peak data rate is at least 20 Gbps. This is derived from ITU-R M.2410-0: "Minimum requirements related to technical performance for IMT-2020 radio interface(s)" from 2017. The performance requirements may be expected to become even higher in the future. 

SA3 acknowledges that the performance of an algorithm heavily depends on multiple factors, such as the underlying platform, CPU, the length of the plaintext being encrypted, etc. However, we propose to focus on an average performance of an algorithm given an average platform, while keeping in mind the desired target of 20 Gbps. In order to save compute resources, we also propose to consider the performance in a single-threaded setup.
The SNOW-V specification (https://eprint.iacr.org/2018/1143.pdf) mentioned in the LS from SAGE contains performance assessments, see Table 3. In particular, both SNOW-V and AES-256 can with good margin achieve the performance requirements with encryption and integrity. The table does not contain data for SNOW 3G with 256 bit keys, but for SNOW 3G with 128 bit keys. According to this table, the SNOW-3G-128 performance is far from fulfilling the requirements even without integrity protection. The 256-bit version is expected to be even slower due to longer keys. Of course, different hardware may give better performance. Still the performance of SNOW 3G is clearly below the performance of AES. So, there is a high risk that acceptable performance would not be achievable with SNOW 3G.

[Question from ETSI SAGE] Would SA3 be concerned that SNOW-V is not desirable as it does not sufficiently re-use the hardware components (from SNOW 3G and AES) currently existing in UEs and network equipment? Or is it SA3’s view that a partial overlap with existing hardware is considered sufficient re-use? 

[Answer from SA3] 
For network equipment, hardware reuse of SNOW-V is not a problem, because SNOW-V has the desired performance in software already.
For UEs, we note that the hardware analysis given in Appendix F of the mentioned paper suggests that SNOW-V can re-use existing hardware building blocks (from AES, SNOW-3G, ZUC) at a high extent.
2. Actions:

To ETSI SAGE group.

ACTION: 
3GPP SA3 asks ETSI SAGE group to take the above answers into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#100-bis-e
12-16 October 2020
Online
SA3#101-e
09-20 November 2020
Online
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